
Voici une autre démonstration de tentative d’usurpation de compte Ebay : 
 
Vous recevez par mail ce type de message : 
 
 
 

 

 
 

  Need Help?  
  
Dear eBay User,  

We regret to inform you, that we had to block your eBay account  
because we have been notified that your account may have been compromised by outside parties. 

Our terms and conditions you agreed to state that your account must always be under your control  
or those you designate at all times. We have noticed some activity related to your account that  
indicates that other parties may have access and or control of your information in your account. 

Please be aware that until we can verify your identity no further access to your account will be 
allowed.As a result,Your access to bid or buy on eBay has been restricted.To start using your eBay 
account fully,Please uptake and verify your information by clicking below 

http://signin.ebay.com/aw-cgi/eBayISAPI.dll?Verify 

Regards, 

eBay Member Service 

**Please Do Not Reply To This E-mail As You Will Not Receive A Response** 
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Recherchez le code source du mail : 
 
Code Source 
 
Return-Path: <aw-confirm@ebay.com> 
Received: from neosight-media (bonnie [127.0.0.1]) 
 by bonnie.med.univ-tours.fr (8.11.6/8.11.6) with SMTP id i7TGhNq26426 
 for <bierla_d@med.univ-tours.fr>; Sun, 29 Aug 2004 18:43:23 +0200 
From: "eBay.com" <aw-confirm@ebay.com> 
To: "Bierla_d" <bierla_d@med.univ-tours.fr> 
Subject: Your account at eBay has been suspended 
Date: Mon, 30 Aug 2004 01:47:38 +0900 
Reply-To: "eBay.com" <aw-confirm@ebay.com> 
Message-ID: <84736574.20040830014738@ebay.com> 
MIME-Version: 1.0 
X-Priority: 3 (Normal) 
Importance: Normal 
X-Mailer: EM: 4.52.0.790 
Content-Type: multipart/alternative;  boundary="----_PartID_673011085302060" 
Status:    
 
A priori ce code est un peu difficile à déchiffrer et en tous les cas il n’indique pas de manière 
évidente que son origine n’est pas Ebay effectivement. Mais rappelez vous : Ebay n’envoie 
JAMAIS ce type de mail vous demandant de vous connecter pour vérifier les paramètres de 
votre compte. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Lorsque vous cliquez sur l’URL qu’on vous indique dans le mail, vous affichez cette page : 
Page Web : http://signin_ebay_com_account.pornosin.com:7308/ebay.htm 
 

 

 
 

 Sign In   
 

New to eBay? Already an eBay user? 
 
If you want to sign in, you'll 
need to register first.  

Registration is fast and free. 

Register >
 

 

  
eBay members, sign in to save time for bidding, selling, 
and other activities.  
 
eBay User ID 

 
Forgot your User ID?  
 
Password 

 
Forgot your password?  
 

Sign In >
  

 
 Keep me signed in on this computer unless I sign out.  

  Account protection tips | Secure sign in (SSL)  
 

You can also register or sign in using the following service:  

 
  
 

 
Announcements   |   Register   |   Security Center   |   Policies   |   Feedback Forum   |   About eBay 

 
Copyright ?1995-2004 eBay Inc. All Rights Reserved. 
Designated trademarks and brands are the property of their respective owners. 
Use of this Web site constitutes acceptance of the eBay User Agreement and Privacy Policy. 
 
 
 
 
 
 
 
 



 
 
L’URL, elle est révélatrice d’un problème : qu’est ce que “Pornosin.com” ?? 
Faites un Whois sur ce DNS : 
 
 
Results: 
----------------------------------------------- 
 
Queried Domain Information as follows 
 
----------------------------------------------- 
 
 
 
Domain Name : pornosin.com 
 
::Registrant:: 
 
 Name      : choi ji suk 
 
 Email     : this9003@yahoo.co.kr 
 
 Address   : Hak-dong Tong-gu  Kwangju Korea 
 
 Zipcode   : 501190 
 
 Nation    : KR 
 
 Tel       : 82-032-213-1231 
 
 Fax       : 82-032-213-1231 
 
::Administrative Contact:: 
 
 Name      : choi ji suk 
 
 Email     : 0000 
 
 Address   : Hak-dong Tong-gu  Kwangju Korea 
 
 Zipcode   : 501190 
 
 Nation    : KR 
 
 Tel       : 82-032-213-1231 
 
 Fax       : 82-032-213-1231 
 



 
 
::Technical Contact:: 
 
 Name      : Whois 
 
 Email     : whois@whois.co.kr 
 
 Address   : Seobuk Building 740-3 Yeoksam-dong 
 
 Zipcode   : 135080 
 
 Nation    : KR 
 
 Tel       : 82-02-557-4259 
 
 Fax       : 82-02-3484-4701 
 
 
 
::Name Servers:: 
 
 ns.zifukssa.com 211.43.207.198 
 
 ns1.whoisweb.net 218.232.110.134 
 
 
 
::Dates & Status:: 
 
 Created Date   2004-01-25 19:20:45 EST 
 
 Updated Date   2004-01-25 19:20:45 EST 
 
 Valid Date     2005-01-25 19:20:45 EST 
 
 Status         ACTIVE 
 
 
Il s’agit donc d’un site Koréen jusqu’à preuve du contraire ☺ 
 
 


